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Sarbanes-Oxley Section 404 implicationsfor ALM model applications
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The full dimensions of Sarbanes-Oxley Section 404 compliance are now being felt across all
public companies in the U.S. Few industries have the compliance burden that financial institutions
have, though, because financial processes are the essence of what they do--almost everything
depends on a financial report! Supporting that financial reporting are many resources and
processes, each with its own control environment and its own control process risks.

Simulation models are used in many financial institution applications. But the risk
associated with such models is an area of compliance that has received very limited discussion
despite its centrality to Sarbanes-Oxley 404 needs in financial institutions. In this context, model
risk is defined as the exposure arising from management and the board of directors reporting
financial information that is based on unreliable and/or inaccurate model outputs (e.g. in SEC
filings). Model risk can arise from any financial model employed, although it is potentially at its
most serious threat level in ALM models because they cross all areas of the balance sheet, and their
outputs appear in so many financial reports and filings.

There has, of course, been prior regulatory concern in this area. The most notable are OCC
Bulletin 2000-16 and the 1996 “Interest Rate Risk; Joint Agency Policy Statement” by the FFIEC.
The regulatory interest in model risk is a logical outcome of the industry’s reliance on computer-
based model results as key decision inputs. Experience has shown that such confidence is often ill-
founded, and the OCC bulletin goes so far as to bluntly state that “a computer based financial model
that is improperly validated or tested is worse than useless.” Clearly this statement applies all the
more to Sarbanes-Oxley 404 compliance issues--a poor model can now also be dangerous.

This article reviews elements of ALM model risk in a Sarbanes-Oxley context, describes
key model risk assessment principles, and discusses practical considerations for achieving success.
The principles laid down here also apply to other financial models as well, such as mortgage
pipeline management tools and funds transfer pricing, profitability, and special hedging models.

General environment of Sarbanes-Oxley 404 model risk

ALM models produce many financial reporting inputs, from simple FAS 107 asset and
liability valuations to the complex analyses of embedded interest rate risk (IRR) cited in SEC 10K
reports. Model risk from a Sarbanes-Oxley 404 perspective can arise at three levels: (a) the model
itself; (b) definition of model inputs and assumptions; and (c) the control environment surrounding
the model. Basic issues in this view of risk and compliance are summarized in Exhibit 1.

ALM model itself asarisk source

ALM models are complex software programs that incorporate thousands of features in even
a simple financial institution’s application. Fortunately, in vendor provided models, underlying
code and the accuracy of results is attested to based on pre-release and ongoing internal reviews,
and the experiences of large numbers of users on a day-to-day basis. The institution, however,



needs to be running the latest available fully tested version of the model and any supporting
software; being under a current maintenance contract with the vendor is the best way to ensure this.
Assuming a current model is implemented, limitations in the fundamental accuracy of a vendor-
provided ALM model are rare, and thus this area of model risk is normally minimal.

Note that this statement does not normally apply to ALM models developed in-house or an
outsource ALM model solution provided by an independent consultant using a non-vendor model.
In such instances, a comprehensive program of testing and precision certification must be
completed and documented. This affirmation process will need to be repeated periodically also, as
needed.

ALM model componentsasrisk sources

There are five basic components that define any ALM model. These are data, category
setup, contractual-based inputs, behavioral assumptions, and reporting. Each of these can be a
source of model risk, arising either from the basic structure of the model or failures in the model’s
control environment and control activities. Consider each model risk source in turn.

Data-related risks, relating to having the wrong data or data that does not foot across the
model, are obvious. In most cases, model data is assessed in other reviews (e.g. of underlying
automated systems) or controlled as part of model user procedures (e.g. balancing tests each time
the model is run). Thus, this is not typically a key model risk area. However, prior to assuming that
model data is accurate, rigorously assess all data-related model risk issues and document all control
activities.

Category setup entries tell the ALM model how to interpret incoming data. Because they
define that set of all categories analyzed in the model, and the fundamental behaviors of each
category in the model, they are crucial to the success of all subsequent model applications. As such,
they are a source of potential model risk arising from both their initial specifications and their
ongoing maintenance over time.

Contractual-based inputs are category behavior definitions that can be read directly from
underlying asset and liability contracts. Pricing spread terms, repricing limits (caps/floors), and
new volume maturity definitions are common examples; call and put features (e.g. in investments
and wholesale funding) are further common illustrations. These inputs are also a key source of
potential model risk, again arising from both initial specifications and ongoing maintenance over
time.

While experience suggests that initial category setup and contractual-based input
specifications are most often correct (they are usually defined by the vendor during model
installation), many change control processes are weak. This results in definition drift, as balance
sheet category specifications and contract terms slowly diverge from (unchanged) model
definitions. Such drift is an important source of model risk, and it must be aggressively controlled.

Behavior assumptions are the weak link in almost all ALM models. This risk source
includes the inputs for institution specific loan prepayment behaviors for all relevant loan categories
(not just 1-4 family mortgages), to include inputs controlling for any inter-tendencies among loan
types (e.g. second mortgage or HELOC prepayments driven by 1-4 family prepayments). Inputs for
CD early withdrawals and core deposit supply, repricing, and average life/value behaviors are also
important. These inputs, in particular the treatments of core deposits, can swing basic FAS 107
valuations and IRR analyses by large amounts and thus accuracy is an utmost consideration. It is no



exaggeration to state that virtually all financial institutions using an ALM model have material
model risk originating from this element of their ALM model implementation.

Reporting that originates directly from a vendor provided ALM model is normally error free
and thus rarely a source of model risk. Custom produced model reports, however, and especially
reports created from standard or custom model outputs imported into separate external spreadsheets,
are material risk concerns. There is ample evidence in the business literature of widespread
spreadsheet errors, yet normally few controls over them are seen in most ALM model applications.
Address this in an uncompromising manner, preferably by treating each spreadsheet as a “model”
and focusing on its embedded risk potentials as such.

A successful Sarbanes-Oxley 404 ALM model-risk solution

The sources of model risk above require multiple dimensions of action to control them. A
control environment, with specific control activities, needs to be defined to address, monitor, and
document each source of model risk from a Sarbanes-Oxley 404 perspective. Fortunately, many of
these control activities are already part of current regulatory mandates and good business practices,
so fine tuning is all that is needed to bring them up to the new higher standards. Few completely
new compliance actions are typically needed. Note, however, that such a statement is made
assuming that ALCO policies, procedures, and risk controls fully meet the new standards. ALM
model risk controls cannot operate within an ineffective or poorly documented ALCO risk
environment.

The first area of action in regards to model risk is to initially install and populate the model
correctly. For many models this will be distant history and thus not directly applicable. But for
new models, the best risk defense is to ensure that every element of model risk is addressed and
documented at installation. The model vendor doing the work should have comprehensive
installation policies, data, setup, input, assumption, and reporting process control, and
documentation that mitigates all dimensions of model risk at this step.

The second action area relating to model risk is to assess the ALM model periodically, using
a competent and independent source. This includes a review of each source of model risk,
absolutely and on a prioritized basis in light of potential risk exposures, and then proving that model
forecasts are accurate. Many sources are quoting the need for an annual model risk assessment.
Less frequent responses could be permissible in some instances, however (e.g. a simple and stable
balance sheet, relatively unchanging interest rate environment, static business plan, etc.).

Note that model risk assessment goes far beyond just verifying that a model is constructed in
such a way that it could forecast correct financial reporting values. The model risk assessment must
also prove that the model does forecast correctly--i.e. the model must be validated in addition to
being verified. Validation includes a review of both constant interest rate and scenario-specific
model forecast data to ensure that baseline and interest rate sensitivity forecasts are correctly
capturing all balance sheet behaviors. A special behavior diagnostic system is typically employed
to provide appropriate documentation. A model’s validity can also be demonstrated through
comparisons of near-term margin forecasts vis-a-vis actual prior month values and comparing
model forecasts of interest rate related margin/value exposure potentials against recent actual data
(e.g., the correlation of model margin exposure forecasts versus recent margin changes as rates
change).

The third area of action in regards to model risk is to build and implement a comprehensive
control environment within and around the model. This includes user controls (including cross
training and backup operators to minimize single model user situations), detailed model



documentation, comprehensive model user guidelines, and a specific model operator checklist (used
each time the model is run, dated and initialed, and placed into the record). It also includes specific
change control procedures that stipulate (a) how often and by whom each model specification and
input/assumption must be examined and updated, (b) acceptable sources of any new model
information, and (c) documentation of changes and reporting of these to the ALCO. Change
management processes are the weak link of many model implantations and they are thus often a
major element of model risk.

Taking action
Reviews of ALM model risk areas will sometimes detect design or operating deficiencies
embedded in current control activities and processes. In such instances, invoke a formal action plan
to upgrade the controls involved. A typical program has five structured components:
1. Prioritize remediation efforts if more than one issue is outstanding.
Assign direct responsibilities for completing the remediation necessary.
Define what remediation efforts are necessary and what resources are required.
Establish a timeline for effecting risk control changes and enhancements.
Define the terms of project success and document/communication completion.
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Continue to specially monitor the control activity or activities of concern to ensure continued
success. Comprehensively document the remediation process and report its successful resolution to
the ALCO and then through to the Board.

Final comments

Establishing a full program of ALM model risk control requires knowing what to look for
and how to blend in external risk assessment resources (as needed) with those available at the
institution. Exhibit 2 provides a summary checklist of major areas that need to be looked at when
examining model risk and setting up associated risk control processes. Use the framework
presented to establish your institution’s ALM model risk control environment, customizing specific
risk control activity specifications as necessary.

ALM model risk in a Sarbanes-Oxley 404 context can be managed and effectively
controlled. A control environment that includes a pro-active program of correct model installation,
ongoing model information review, update, and change control, independent verification of the
model’s potential forecast capabilities and validation of the model’s actual forecast accuracy, and
comprehensively designed and documented control activities is feasible for all institutions.

Sarbanes-Oxley model risk compliance is an incremental effort and thus generally not an
overly costly task--so on with it!

William McGuire is President and CEO of McGuire Performance Solutions, Inc., Scottsdale, Ariz.



Exhibit 1

Sources of Sarbanes-Oxley Section 404 Simulation Model Risk
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Exhibit 2
ALM Model Risk Control Environment Checklist

O Is there a model risk control environment with appropriate control activities in place to
ensure effective monitoring and control of all potential ALM model risk areas?

U Has the institution conducted an independent ALM model risk assessment at regular intervals
(timing based on institution criteria)?

O Do ALM model verification activities adequately address all potential model risk areas?

O Can the model employed capture/forecast all categories defined and all potential balance sheet
behaviors and complexity?

O Did the model verification adequately address all sources of model risk?
Are data inputs correct
Avre all category set up definitions correct
Are contractual-based inputs correct?
Are behavior assumptions correct
O Are all model reports used correct
O Do ALM model validation activities adequately address all model risk areas?
Base Case (no rate change) forecasts
Multiple rate scenario specific forecasts
Comparisons of prior margin behaviors to current model predictions

Correlation between model forecasts of interest rate related risk and actual margin/value
sensitivities to historic changes in the interest rate environment
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O Is there a control processes for ongoing ALM model risk monitoring in place?

O Model access controlled plus user controls

O Change controls defined and rigorously enforced

O Model documentation and archiving up to date
O Isthere a strictly defined action plan in place for remediation of identified control risks?
O Do model risk assessment activities verify the adequately of ALCO processes that support

the ALM model implementation?

O Adequacy of ALCO policies and processes

O Adequacy of the ALCO control environment/activities

O Reasonableness of risk limits/effective communication of risk positions

O Are model risk assessment results and general model risk position communicated to
management and board on a regular and effective basis?



